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Privacy vs. Security ?Privacy vs. Security ?

““Everybody knowsEverybody knows”” ::

�� to get authorized to access a system a person to get authorized to access a system a person 

must disclose their identity ?must disclose their identity ?

–– ……but suppose thatbut suppose that’’s not true s not true 

�� the accepted principles of privacy protection are the accepted principles of privacy protection are 

technologytechnology--neutral neutral 

–– ……but perhaps some technologies are intrinsically better but perhaps some technologies are intrinsically better 

for privacy than others for privacy than others 

�� cybercyber--security and privacy is a tradeoffsecurity and privacy is a tradeoff

–– ……but perhaps both can be improved together but perhaps both can be improved together 



The trouble with PKI The trouble with PKI 
((““publicpublic--key infrastructurekey infrastructure””))

�� ““certificatecertificate”” contains identity attributescontains identity attributes

–– verifiable by a digital signatureverifiable by a digital signature

�� must disclose entire certificate in order for must disclose entire certificate in order for 

verification mechanism to workverification mechanism to work

–– …….results in disclosure of .results in disclosure of ““excessiveexcessive”” data for any data for any 

particular transactionparticular transaction

�� Cert ID is inescapable persistent identifierCert ID is inescapable persistent identifier

–– ““Too bad!Too bad!”” -- just the way the just the way the mathsmaths worksworks

�� Well, noWell, no……can do (much) bettercan do (much) better

–– 20 years of research into 20 years of research into ““multimulti--partyparty”” security and privacy security and privacy 

techniquestechniques



Name: Alice Smith

Address: 1234 Crypto, Seattle,  WA

Status: gold customer

DOB: 03-25-1976

Reputation: high

Gender: female

Minimal disclosure tokensMinimal disclosure tokens

Name: Alice Smith

Address: 1234 Crypto, Seattle, WA

Status: gold customer



Prove that you 

are from WA 

and over 21

Name: Alice Smith

Address: 1234 Crypto, Seattle,  WA

Status: gold customer

Which adult 

from WA is 

this?

? ?

Minimal disclosure tokensMinimal disclosure tokens

DOB: 03-25-1976

Reputation: high

Gender: female

Over-21 proof



Name: Alice Smith

Address: 1234 Crypto, Seattle,  WA

Status: gold customer

Prove that you 

are a gold 

customer

Authentication Authentication ≠≠ IdentificationIdentification



Name: Alice Smith

Address: 1234 Crypto, Seattle,  WA

Status: gold customer

not revoked proof

PrivacyPrivacy--friendly revocationfriendly revocation
Name: Alice Smith

Address: 1234 Crypto, Seattle, WA

Status: gold customer

Prove that you 

are a gold 

customer



ApplicationsApplications

�� Avoid unnecessary (Avoid unnecessary (““excessiveexcessive””) data trails in ) data trails in 

transactional systemstransactional systems
–– Access services based on proofAccess services based on proof--ofof--ageage--limits, or class of limits, or class of 

entitlemententitlement

–– reduce liabilities, exposure to breaches / insiderreduce liabilities, exposure to breaches / insider--attacksattacks

–– safe privatesafe private--sector use of data in national sector use of data in national eIDeID systemssystems

�� Verifiable audit trails Verifiable audit trails 

–– can show different parts of trail to different parties can show different parts of trail to different parties 

according to needaccording to need--toto--knowknow

�� Apply different policies to different risksApply different policies to different risks

–– revocable tokens which preserve privacyrevocable tokens which preserve privacy

�� These capabilities are counterThese capabilities are counter--intuitive !intuitive !



Evolution of law and technologyEvolution of law and technology

�� 1970s 1970s –– 11stst Data Protection laws, Fair Information PracticesData Protection laws, Fair Information Practices

–– ...invention of asymmetric cryptography...invention of asymmetric cryptography

�� 1980s 1980s –– Council of Europe 108, OECD principlesCouncil of Europe 108, OECD principles

–– ...invention of concept of cryptographic ...invention of concept of cryptographic ““blindingblinding””

�� 1990s 1990s –– EU Data Protection, USEU Data Protection, US--EU Safe EU Safe HarborHarbor

–– PKI standards, Digital Signature lawsPKI standards, Digital Signature laws

–– ...refinement of ...refinement of ““blindingblinding””, fraud, fraud--control techniquescontrol techniques

�� 2000s 2000s –– APEC, security breach notification lawsAPEC, security breach notification laws

–– federated identity system architecturefederated identity system architecture

–– ...rich family of ...rich family of ““multimulti--partyparty”” security/privacy techniquessecurity/privacy techniques

�� 2010s 2010s -- is the law still technologyis the law still technology--neutral ?neutral ?

–– What does personal information mean ?What does personal information mean ?

–– What does data minimisation mean ?What does data minimisation mean ?

–– What does identifiable mean ?What does identifiable mean ?



A dialogue between policy and technologyA dialogue between policy and technology

�� ““dede--identificationidentification”” doesndoesn’’t really workt really work

�� Advances in Advances in rere--identification algorithms are undermining distinctions identification algorithms are undermining distinctions 

between personal and nonbetween personal and non--personal data personal data 

–– (e.g. (e.g. ShmatikovShmatikov –– PETS Award winner 2008)PETS Award winner 2008)

�� Profiles based on Profiles based on ““anonymousanonymous”” data result in people being treated data result in people being treated 

differently differently –– but with no transparency ?but with no transparency ?

�� What to do....What to do....

–– continue legal fiction of effective remedies and tech neutralitycontinue legal fiction of effective remedies and tech neutrality

–– ...or perhaps can reinterpret privacy principles ?...or perhaps can reinterpret privacy principles ?

�� Three ideas:Three ideas:

1.1. Regulate the application of reRegulate the application of re--identification and profiling identification and profiling 

2.2. Consider the specific legal grounds when justifiable for a systeConsider the specific legal grounds when justifiable for a system to m to 

““recognizerecognize”” a person without their consenta person without their consent

3.3. Build systems around concept of individual accessBuild systems around concept of individual access



Fundamental legal and policy issue Fundamental legal and policy issue 

�� Systems increasingly collect transactional data identifiably Systems increasingly collect transactional data identifiably –– and and 

disproportionately (various Art.29 WP Opinions)disproportionately (various Art.29 WP Opinions)

–– ““sideside--effecteffect”” is that a database of all transactions is retained (e.g. for is that a database of all transactions is retained (e.g. for 

retrospective fraud tracing), but can the database be used for sretrospective fraud tracing), but can the database be used for surveillance urveillance 

purposes as a purposes as a ““free byfree by--productproduct”” ??

�� (also remember (also remember CoECoE R.87 requires specific law authorizing blanket collection....)R.87 requires specific law authorizing blanket collection....)

�� Art.8 of ECHR: Art.8 of ECHR: 

–– state should limit intrusions into privacy to that which is necestate should limit intrusions into privacy to that which is necessary, ssary, if if 

possible possible casecase--byby--case according to the circumstances of the individual case according to the circumstances of the individual 

(and according to law, (and according to law, forseeabilityforseeability etc.) etc.) 

�� Use of certain strategic PET techniques is Use of certain strategic PET techniques is mandatorymandatory under ECHR under ECHR 

(subject to reasonable feasibility), because it infringes privac(subject to reasonable feasibility), because it infringes privacy y only to only to 

an extent that is individually proportionate.an extent that is individually proportionate.

–– ““balancingbalancing”” with positive obligations of ECHR Art.2 (with positive obligations of ECHR Art.2 (““right to liferight to life””) ?) ?

–– OsmanOsman vs. UK 1998 : vs. UK 1998 : ““real and immediate risk to life of an identified real and immediate risk to life of an identified 

individual or individuals from the criminal acts of third partieindividual or individuals from the criminal acts of third parties.s.”” => there is => there is 

no no ““free passfree pass”” for surveillance systemsfor surveillance systems



““StrategicStrategic”” PETsPETs in a legal framework in a legal framework 

�� Strategic Strategic PETsPETs

–– improve both privacy and cyberimprove both privacy and cyber--securitysecurity

–– have to designed into the whole systemhave to designed into the whole system

–– are are ““conceptually genericconceptually generic”” –– only realistic optiononly realistic option

�� Others:Others:

–– ? ? ““Differential PrivacyDifferential Privacy”” in statistical databasesin statistical databases

–– ? Transport? Transport--layer layer identifiabilityidentifiability (e.g. (e.g. ToRToR))

�� Consider phaseConsider phase--in timelinesin timelines

–– publicpublic--sector lead by example ?sector lead by example ?

�� EU Commission Communication 20.9.03EU Commission Communication 20.9.03

�� Procurement guidelines referencing strong data minimization, Procurement guidelines referencing strong data minimization, 

unlinkabilityunlinkability as basic capability ?as basic capability ?


